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Quality- The Cornerstone in Forensics
By Mr. Mariano Lawrence Fernandes (Director-ICS Assure) 

Quality is an essen�al aspect of forensic services. Forensic services refer to the 
applica�on of scien�fic and technical methods to inves�gate crimes, legal 
disputes, and other legal ma�ers. The role of quality in forensic services is 
cri�cal because it ensures the reliability, validity, and accuracy of forensic 
analysis and findings.

In forensic services, quality is essen�al in several areas, 
i n c l u d i n g  e v i d e n c e  co l l e c � o n ,  a n a l ys i s ,  a n d 
interpreta�on. Quality control measures must be 
implemented at every stage of the forensic process to 
ensure that the evidence collected is admissible in court 
and that the analysis and interpreta�on are reliable.

The use of quality control measures in forensic services 
helps to ensure that the results obtained are consistent and that errors are minimized. Quality control 
measures include regular calibra�on of equipment, proficiency tes�ng of analysts, and adherence to 
standardized protocols and procedures.

Addi�onally, quality is essen�al in ensuring the 
credibility of forensic experts. Forensic experts 
must have the necessary qualifica�ons, training, 
and experience to provide reliable and accurate 
analysis and interpreta�on. They must also 
adhere to professional standards and ethical 
guidelines.

In conclusion, quality is cri�cal in forensic services. 
It helps to ensure the accuracy, reliability, and validity of forensic analysis and findings. Quality control 
measures must be implemented at every stage of the forensic process to ensure that evidence is 
admissible in court and that the analysis and interpreta�on are reliable.

ICS Assure Services Pvt Ltd (ICSAPL) has made Quality Standards as an intrinsic element in all our 
processes. This has helped ICSASPL to one of the key forensics service provider in the Indian insurance 
sector. Whilst 

Notwithstanding, we at ICSASPL believe that we will always need to reflect, analyse and improve as 
the ecosystem that we operate in keeps evolving and new tools and technology (such as Ar�ficial 
Intelligence) are developed.
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The Use of Forensics in the Insurance Industry
By Mr. Nivrtee Magar Patil, (Asst.VP-ICS Assure) 

Unlocking New Opportuni�es and Apprecia�ng Its Value: 

1)What is Forensics and How Does it Help the Insurance Industry?
Forensics is the applica�on of scien�fic methods and techniques to inves�gate and analyze 
evidence related to criminal or civil cases. It plays 
an important role in the insurance industry as it 

helps iden�fy, analyze and assess risks associated with various policies. 
The insurance industry has seen tremendous growth in the use of forensics 
to assess and manage risk. 
Forensic analysis techniques such as Reconstruc�on, fire forensic, DNA 
tes�ng, fingerprin�ng, corrosion examina�on, trace evidence analysis and 
computer forensics are used to accurately iden�fy poten�al risks that 
could affect an insurer’s bo�om line. In addi�on, forensic tools such as  
voice recorders and specialized so�ware can be used by insurers to collect data for further inves�ga�on.
By leveraging the power of forensics in their risk assessment process, insurers can gain a be�er understanding of their 
customers’ needs and develop more effec�ve strategies for managing risk.

Role of Forensics in Detec�ng & Inves�ga�ng Insurance Fraud
Insurance fraud is a growing problem in the insurance industry, cos�ng companies billions of dollars each year. To 
combat this issue, forensics plays an important role in detec�ng and inves�ga�ng insurance fraud. 
Forensics can be used to analyze evidence, uncover fraudulent ac�vity and provide valuable insights into the 
mo�va�ons behind it. By using forensic techniques, insurers can be�er iden�fy poten�al instances of fraud and take 
appropriate ac�on to minimize losses. Addi�onally, forensics can help insurers develop be�er strategies for preven�ng 
fraud in the future. 

How Can Insurers U�lize Forensic Services to mi�gate the risk of fraud?
Insurers have always faced the risk of fraud and fraudulent ac�vi�es. With the help of forensic services, insurers can 
now mi�gate this risk by detec�ng fraudulent ac�vi�es and taking preven�ve measures to prevent them from 
occurring in the future. Forensic services can also provide insurers with valuable insights into customer behavior, which 
can be used to iden�fy poten�al fraudsters and take appropriate ac�on against them.
Forensic services can also help insurers to analyze customer data more effec�vely and accurately. This will enable them 
to iden�fy trends in customer behavior that could indicate fraudulent ac�vity and take appropriate steps to prevent it 
from happening again. Furthermore, forensic services can also be used to inves�gate suspicious claims or transac�ons 
that may have been made using stolen iden��es or other fraudulent means.

Conclusion: Benefits of Apprecia�ng the Value of Forensics in the Insurance Sector:
Apprecia�ng the value of forensics in the insurance sector is essen�al for organiza�ons to remain compe��ve and 
profitable. Forensics can provide valuable insights into the root cause of a claim, enabling insurers to assess liability and 
damages accurately. It can also help reduce fraud, iden�fy poten�al risks, and enhance customer service. By leveraging 

forensic technology, insurers can improve their risk management 
strategies, reduce costs associated with claims processing, and ensure 
that their customers receive fair se�lements. Addi�onally, forensics can 
help improve customer sa�sfac�on by providing transparency into claims 
handling processes and ensuring that all par�es involved are treated 
fairly.
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Forensic Science - Aiding Tool in Solving Crimes
By Ms. Priyanka Pal, (Forensic Analyst ) -ICS Assure

The term Forensic Science is defined as “the applica�on of science to those civil and criminal 
laws that are enforced by the police agencies in a criminal jus�ce system”. More specifically, it 
answers the ques�ons that are of legal interest and employs techniques and tools to 
interpret crime scene evidence and use 
that informa�on in inves�ga�ons.

Role and Applica�on of Forensic Science in a criminal 
inves�ga�on:

Forensic science is that piece without which the puzzle of a criminal 
inves�ga�on is incomplete. Without the applica�on of forensic 
science, criminals could never be convicted unless an eyewitness is 
present. While detec�ves and law enforcement agencies are 
involved in the collec�on of evidence, be it physical or digital, it is 
forensic science that deals with the analysis of those evidence in order to establish facts admissible in the court of law.

Thus in a world devoid of forensic science, murderers, thieves, drug traffickers and rapists would be roaming Scot-
free.A diverse pool of forensic scien�sts and forensic tools go into the inves�ga�on of a criminal act.

Legal Provisions Suppor�ng Forensic Science in Criminal Inves�ga�on

The evidence found at the crime scenes provides the inves�ga�ng officer a splendid piece of informa�on with the help 
of scien�fic technology. They help the court to find out the answers to various ques�ons and by answering all these 
ques�ons, they try to recreate the crime and then try to find out the reason for the commission of the crime, thereby 
reaching out to the criminal.
a)Many people argued over a debate that fingerprints and DNA analysis for verifica�on defeat the provision of Art. 
20(3). They felt that forcing the accused to give fingerprints is like the accused giving evidence against themselves. But 
the Supreme Court in the case of the State of Bombay v. Kathi Kalu Oghad and Anr held that compelling any person to 
give any sort of forensic evidence like fingerprints, blood, hair, semen, does not violate the provision of Art. 20(3)The 
same is even men�oned in Sec. 73 of the Indian Evidence Act, which directs any person including the accused can be 
asked to give a fingerprint or DNA examina�on.

Thus, the criminal jus�ce system has an immense belief in forensic science and  reports are considered as the bible for 
many judges and have been regarded as belief tendered by experts. 

Conclusion

It can be evaluated that forensic science plays an integral role in the criminal jus�ce system and solving crimes. In 
modern �mes, there has been an increased rate of crimes, so that the technique of the crime has also changed and 
advanced as per the technology. Therefore, it is per�nent that the police and the inves�ga�ng team use forensic 
science to detect crime and also are at par with the growing technology and various natures of crime. Forensic science 
can be used in almost every criminal case. The main aim of the criminal jus�ce system is to provide fair jus�ce. 
Doubtlessly, forensic evidence is more authen�c than ocular evidence. Forensic science being scien�fic evidence is a 
prerequisite for the criminal jus�ce system.
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What is Health Insurance Frauds?
Any false or misleading informa�on provided to a health insurance company in an a�empt to have them pay 
unauthorized benefits to the policyholder, another party, or the en�ty providing services.
Commonly Commi�ed Fraud by a Customer of Health Insurance Relate to:
1.Concealing pre-exist disease (PED) / chronic ailment, manipula�ng pre-policy health check-up findings
2.Fake / fabricated documents to meet policy terms condi�ons,
3.Duplicate and inflated bills, impersona�on,
4.Par�cipa�ng in fraud rings, purchasing of mul�ple policies,
5.Staged accidents and fake disability claims
6.The agents and brokers are usually involved in fraud rela�ng to 
providing fake policy to customer and siphoning off premium by,
a. Manipula�ng per-policy health check-up records.
b. Guiding customer to hide PED / material fact to obtain cover or to file 
claim,
c. Par�cipa�ng in fraud rings and facilita�ng policies in fic��ous names,
d. Channelizing customers to rouge providers
e. Fudging data in group health covers
7.Due to the absence of standard medical protocols, no oversight of a regulator, the provider induced fraud and abuse 
in India forms quite a large por�on of fraudulent claims. It would be quite difficult for a customer to file a fraudulent 
claim or fake medical documents without connivance of trea�ng doctor or hospital. Provider related fraud usually 
pertain to:
a. Overcharging, inflated billing, billing for services not provided
b. Unwarranted procedures, excessive inves�ga�ons, expensive medicines,
c. Unbundling and up coding
d. Over u�liza�on, extended length of stay
8.The employees of insurance company / TPA could also be involved in commi�ng fraud by expec�ng receiving favors / 
kickbacks, colluding with other fraudsters / fraud rings, syphoning premium etc.
9.Treatment of uninsured persons, but billing for insured persons covered in the health policies.

How are Insurers Figh�ng Medical Insurance Frauds?
In any industry, the occurrence of a fraudulent prac�ce only highlights gaps that exist in the current processes and 
opera�onal framework. Thereby warran�ng an immediate assessment and rec�fica�on of the process and 
stakeholders. Health insurers are constantly on the lookout for all possible methods to tackle the menace of frauds. 
Some of the ways in which insurers try to control frauds are:

Ÿ Strict regula�ons and norms with regards to network hospitals and specifically treatments of pre-exis�ng ailments.
Ÿ Crea�on of centralized database of all fraudulent cases recorded to arrive at predic�ve trend lines with respect to 

service provider and claimant.
Ÿ A dedicated ‘fraud preven�on unit’ that engages in field-inves�ga�ons to verify suspected cases.
Ÿ Be�er due diligence in underwri�ng policies.
Ÿ Ra�ng of hospital service providers.
Insurers are doing all they can to beat the ill effects of fraud and advancement in technology could help to go a long way 
in this fight. Legal assistance with proper penal code to punish such criminal ac�vity from the side of government will 
also help the companies to reduce the number of frauds.
Timely usage of technology, law and proper procedure could help cut down fraud to its roots, which would be highly 
beneficial for all the stakeholders in long term.
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Cyber Crime And Its Prevention
By Ms. Riddhi Ghosalkar (Sr. Pr. Forensic Analyst-ICS Assure) 

"The internet is a double-edged sword, and we need to be vigilant against 
those who would use it for evil." - Bill Gates, co-founder of Microso�

In today's digital age, cyber crime has become 
an ever-increasing threat to individuals and 
businesses alike, resul�ng in significant 

financial losses, reputa�onal damage, and even physical harm. Cyber 
crime refers to criminal ac�vi�es that are commi�ed using the internet or 
other digital technologies. From phishing to malware, from hacking to 
ransomware, cyber crimes have a wide range in today’s world, with each 
type having a different impact on its vic�m, with the sole purpose of 
causing digital destruc�on. 

The most common cyber crime is “phishing”, which involves tricking people into providing personal informa�on, such 
as login creden�als or credit card numbers, by posing as a trustworthy en�ty in an email or other communica�on. 
Another common type is “hacking” that involves gaining unauthorized access to a computer system or network, 
usually with the inten�on of stealing sensi�ve informa�on. “Iden�ty the�” is another common cyber crime involving 
stealing someone's personal informa�on, such as their name, address, and social security number, to commit fraud or 
other crimes. While “Malware” is a type of cyber crime that involves infec�ng a computer system with  so�ware that is 
designed to harm a computer system or network, its variant, called “Ransomware” involves infec�ng a computer 
system with malware that encrypts the vic�m's files, and demanding payment in exchange for the decryp�on key. 

James Comey, former Director of the FBI, rightly said, "The cost of cyber crime is greater than the 
cost of all other forms of crime combined." 

Cyber crimes are considered some of the most dangerous forms of crime due to its widespread impact, difficulty in 
detec�on, rapidly evolving tac�cs, ability to operate from anywhere, and many more reasons. Cyber criminals are 
constantly developing new techniques and tools to carry out their a�acks, making it essen�al for individuals and 
organiza�ons to take steps to protect themselves against online threats.

So, how can you defend yourself against cyber crime?
Ÿ Use strong passwords and two-factor authen�ca�on to protect your accounts.
Ÿ Be cau�ous when opening emails or messages from unknown senders.
Ÿ Keep your so�ware and an�-virus programs up to date.
Ÿ Use a virtual private network (VPN) to protect your internet traffic when using public Wi-Fi.
Ÿ Limit the amount of personal informa�on that you share online.
Ÿ Use encryp�on to protect sensi�ve data, such as credit card numbers and other financial informa�on.
Ÿ Implement strong security measures, such as firewalls and intrusion detec�on systems, to protect sensi�ve 

informa�on

By taking proper precau�ons, you can reduce your risk of falling vic�m to 
cyber crime. However, it is important to remember that no system is 
foolproof, and the threat of cyber crime is constantly evolving. Staying 
informed and vigilant is the key to protec�ng yourself and your digital 
assets.

Remember: SEC_RITY is incomplete without 'U'
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Application of Signature Verification in Banking Sector
By Ms. Shubhangi Nikhare (Pr. Forensic Analyst-ICS Assure) 

Forensic science is a branch of science that 
helps in eradica�ng the crime from the 
society by capturing criminals. Banks and 
financial organiza�ons are increasingly at 
risk of numerous fraudulent prac�ces, 
such as cyber security threats, fraudulent 

borrowers, and iden�ty the�. They seek out skilled and trained 
professionals to effec�vely mi�gate this threat by conduc�ng 
thorough risk assessments. Forensic Document experts can help the 
banks with analyzing and comparing signatures and handwri�ng on 
various documents to discover fraud, to encounter any loss or revealing the iden�ty of a fraudster.

The process of cer�fying someone based on their handwri�en signature is known as signature verifica�on. Signature 
verifica�on is a technique used by banks, intelligence agencies and high-profile ins�tu�ons to validate the iden�ty of 
an individual. The Signature verifica�on process includes certain steps, namely: pre-processing, feature extrac�on and 
comparison of characteris�cs or extracted features.

There are many different types of documents that can be processed for signature verifica�on to ensure that the 
signature is legi�mate, including but not limited to:

Ÿ Checks are likely the most cri�cal of all documents that must go 
through signature verifica�on in order to iden�fy fraudulent 
signatures. 

Ÿ Loan and mortgage documents. Verifying that a signature on a 
loan or mortgage document is authen�c can be important to 
banks and financial ins�tu�ons in the event that a loan is 
disputed. The bank can then use signature verifica�on to show 
that the person dispu�ng the loan did indeed sign the original 
document and owes as agreed.

Ÿ Business contracts. Signatures on contracts of any kind, 
including business and employment contracts, can be 

confirmed with signature verifica�on to ensure that the contract will be legally enforceable.
Ÿ Insurance and compliance documents. Verifying that a signature on an insurance or compliance document is 

genuine can help to authen�cate an individual in circumstances where valida�ng that a person is who they say they 
are is of par�cular importance.

Ÿ Other legal documents. Any legal document can be processed for signature verifica�on to reinforce the document’s 
legi�macy.

The main aim of the proposed system is to increase the security in the banking environment using signature 
verifica�on. The use of signatures for personal iden�fica�on and verifica�on is very common. Verifying signatures is 
necessary for many documents, including legal transac�ons and bank checks. It is used for authen�ca�on or 
concluding documents. In order to reduce fraud in banks, signature verifica�on is very very important. It increases 
accuracy and efficiency. 
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Reimagine Insurance with Artificial Intelligence (AI)
By Ms. Sana Khan, (General Manager Forensic-ICS Assure) 

Ar�ficial Intelligence (AI) is the ability of a computer program or a 
machine to think and learn. AI has become an integral part of our 
lives and is used in various fields such as healthcare, finance, 
transporta�on, media, and many more.

 AI has made it possible to automate mundane tasks and increase 
efficiency. It can also be used to develop intelligent systems that can 
help us make be�er decisions and solve complex problems. AI is 
also being used in the development of autonomous vehicles, 
robo�cs, natural language processing (NLP), virtual assistants, and 

more. With its poten�al for automa�on and increased efficiency, AI has become an important tool for businesses 
looking to stay ahead of the compe��on.

The insurance industry is one of the most rapidly changing industries in the world today. As AI technology con�nues to 
evolve, it is becoming increasingly important for insurance companies to stay ahead of the curve and leverage AI 
technology to improve their services. AI can help insurers 
automate processes such as risk assessment and customer service, 
while also providing valuable insights into customer behaviour. By 
leveraging AI, insurers can be�er understand their customers’ 
needs and provide more personalized services that are tailored to 
their customers’ individual needs. This will result in improved 
customer sa�sfac�on and increased profitability for the company.

Fraud detec�on is an important challenge that needs to be 
addressed in order to protect businesses and their customers from 
financial losses. Ar�ficial intelligence (AI) can be used to detect fraud quickly, detect pa�erns in customer behaviour by 
efficiently analysing large amounts of data in real �me. AI-powered forensic aiding can help insurers iden�fy 
fraudulent claims quickly and accurately. It can also provide insights into customer behaviour that can help insurers 
make more informed decisions.

Forensic and AI are two of the most powerful tools for solving crimes. By combining forensic evidence with ar�ficial 
intelligence, inves�gators can more accurately iden�fy suspects, analyse crime scenes and predict future criminal 
ac�vity. AI can also help law enforcement agencies detect pa�erns in large dataset that would otherwise be too 
complex to analyse manually. In addi�on, AI-driven systems can be used to rapidly iden�fy poten�al witnesses or 
suspects and generate leads that could prove invaluable in solving cases. With the help of forensic and AI, inves�gators 
have access to a wealth of informa�on that was previously unavailable, giving them an unprecedented ability to solve 
crimes quickly and efficiently.

DISCOVER THE POWER OF AI FOR UNCOVERING TRUTH
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Assure Stress Busters Zone

1. Empty Cell Mystery
Andy is put in a cell with a dirt floor and only one window. The window is too high for him to reach. The only thing in the 
cell is a shovel. He won’t be able to get any food or water and only has two days to escape or he’ll die. Andy can’t dig a 
tunnel because it will take him much longer than two days to do it. How will Andy escape from the cell?

Riddles

2. Poisonous Pills
A serial killer kidnaped five different people and sat them down each with two pills in their hand and a glass of water. 
He told them each to take one pill but warned them that one was poisonous and the other was harmless. Whichever 
pill the vic�m didn’t take, the serial killer would take. Every vic�m somehow chose the poisonous pill and died. How 
did the serial killer get them all to take the poisonous pill?
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Word Search
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Visual Personality Test
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Tree
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  2.Trust 
Their Brains,

 3.Barrier for 
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Gorilla

1. Self-Esteem 
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 3.Curiosity 
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Lion

1.Spirit of Fiery 
Freedom,

  2.Effec�ve 
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Fish

1.Remarkable 
Impact, 

2.Live Their 
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Fullest, 
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Every Single 

Moment
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INR
 

7,000+18%

Fees Dura�on Class Type   
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to

 

5.30pm Online
 

Gst
 

GST

10am
 

to
 

5.30pm Offiline Lead Auditor Training on IMS 24th April 2023 28thApril 2023 INR 20,000 + 18% GST
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